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Memory corruption has been, traditionally, the number one cause for software vulnerabilities. As a conse-
quence, programming languages that offer automated, compile time memory safety checks have been devel-
oped, such as D and Rust. However, since programming languages are pieces of software, they also may suffer
from vulnerabilities that may be exploited to bypass the memory safety checking algorithm.

In this paper, we perform a security audit of the D programming language. Our findings uncover security
holes in the D safety checking system. We show

that it is possible to escape expired stack pointers which can be used to ultimately execute arbitrary code. In
addition, we discuss and implement potential fixes to the discovered issues.
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