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Abstract—Securing the IT infrastructure in today’s digital age against cyber-attacks has become vital, one of
the most used robust solutions for cyber security being a DD-WRT solution. This article focuses on DD-WRT
as a security solution for a TP-Link AC1750 router, model Archer C7. In this article, we will explore deploying
DD-WRT on a network as a basic solution, followed by an analysis of port scanning and vulnerabilities. We
will also examine the ways in which DD-WRT help increase network security by installing additional func-
tionality such as VPN, firewall, and other applications. We will study how an implemented DD-WRT solution
will prevent cyber-attacks and vulnerability scans, also referring to research studies conducted to date. This
paper provides a starting point for understanding the role of DD-WRT in enhancing IT security against cyber
threats.
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