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Abstract—Most of the nowadays applications are client-server based. Exposing a webservice is a common
practice, but the question is: what happens when the webservice is exposed from a low-level programming
language? How can we manage to avoid the most common mistakes which can introduce vulnerabilities into
the application? This paper focuses not only on some of the best practices when developing a webservice us-
ing C++, but also on improving the security of that webservice. We proposed a series of methods to enhance
the security of the application and some of them were validated using an empirical approach. Through com-
prehensive testing and analysis into a controlled environment, we confirmed that using a digital certificate on
the server side can minimize the impact of the famous “man-in-the-middle”attack. We simulated two types
of attacks on the developed webservice: a passive one –“sniffing”and an active one –“man-in-the-middle”.
The results underscore the fact that webservice security can also be enhanced even if it is developed using a
low-level programming language.
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