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Networks usually face the challenges of high traffic volume and diverse user behaviours, which makes ana-
lyzing and preventing security incidents particularly difficult. Another major drawback is that traffic is often
encrypted, so the data you can analyse is very limited. This paper presents an approach to network monitor-
ing tooling, using Zeek for inspection on encrypted traffic. The system is designed to analyse metadata, flow
characteristics and other anomalies. To increase detection rate and contextual awareness, the deployment in-
tegrates with Malware Information Sharing Platform (MISP) for real-time threat intelligence correlation, and
OpenSearch for scalable indexing, querying, and integrating with other logs from the same network. This
setup allows detection of suspicious activity, threat hunting and intrusion prevention across the entire infras-
tructure. The system architecture is modular and scalable, allowing it to apply different security policies to
the intrusion detection software and adjust the configuration to suit traffic patterns. We discuss the architec-
tural design, performance, testing, and practical challenges of monitoring encrypted traffic on high volume
network traffic.
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