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Incident response teams and security engineers are often overwhelmed by the large number of compromised
artifacts requiring investigation and mitigation within short timeframes. This critical demand for speed and
scalability emphasizes the important role of automation in modern post-incident processes.
This paper presents an automated forensic investigation pipeline specifically designed for malware detection
and threat intelligence analysis for compromised QCOW2 disk images. The pipeline has three stages - ex-
tracting potential indicators from the affected targets, confirming their malicious nature, and sharing threat
intelligence with the interested parties. The key tool for automating the analysis process is Dissect. Dissect
is used to programmatically acquire system information and potentially infected artifacts. Once extracted,
the indicators are triaged against a malware database. Finally, validated indicators of compromise (IOCs) are
disseminated using MISP, a threat intelligence platform.
We validated this workflow by analyzing a substantial volume of compromised QCOW images collected from
an SSH honeypot, showcasing its effectiveness in accelerating the analysis process. This work contributes
to automating post-incident analysis by providing a modular pipeline that transforms raw forensic data into
threat intelligence. This approach reduces the manual burden, ensures analysis reproducibility, and is easy to
extend.
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